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MEMORANDUM FOR DISTRIBUTION

SUBJECT: Protection of Cellular Telephone Communications -~
INFORMATION MEMORANDUM

l. Over the last few years, the U.S. Government's use of
cellular telephones has increased significantly. This increase
has caused much concern because of possible compromise of
government sensitive information transmitted over cellular
networks. Cellular telephone transmissions can readily be
monitored using low-cost, commercial scanners. The monitoring of
cellular telephone communications has been documented in many
radio hobby magazines and other publications.

2. As an interim measure for protecting cellular telephone
communications, NSA has approved the AT&T cellular privacy
device, CTS 1620, for the protection of unclassified, but
sensitive information. The CTS 1620 provides protection for the
vulnerable radio portion of cellular conversations and is
currently available from Bell Atlantic Mobile Systems for use in
the Washington, DC, area.

3. This privacy device is an interim measure pending
development of fully secured equipment as part of the new STU-III
family of low-cost, secure telephones. The STU-III cellular
device will provide security up to the TOP SECRET level for both
voice and data traffic, and will include the many advanced
performance features of the STU-III family. Availability of
fully secure cellular terminals is expected by early 1988.

4. NSA security approval of the AT&T CTS 1620 does not, of
course, guarantee that the service available from Bell Atlantic
Mobile Systems will otherwise meet all user needs. 1In fact,
early results from pilot tests have revealed some minor coverage
deficiencies--additional cell sites now being installed will
increase the quality of coverage in the near future.

5. While U.S. Government Agencies should plan to use the

STU-III terminal to meet their long-term needs, we nonetheless
encourage agencies to investigate the adequacy of this available
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service for their immediate cellular telephone needs. The ease
with which unprotected cellular transmissions can be intercepted
and the growing popularity of cellular telephones among
government users pose a very real security problem. If the

CTS 1620 in combination with the Bell Atlantic Mobile Systems
service meet your expectations, the CTS 1620 will provide needed
protection for your unclassified, but sensitive, cellular
telephone communications until the STU-III cellular telephone
equipment is available.

6. If you wish furth i i arding secure cellular
telephones, please contact commercial (301)

688-8255 or AUTOVON 235-8255.

Deputy Directyg
for
Information Security
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Secretary of State Secretary of Interior
Department of State Department of the Interior
2201 C Street NW C Street between Eighteenth
Washington, DC 20520 and Nineteenth Street, NW

_ Washington, DC 20240
Secretary of Treasury

Department of Treasury Secretary of Agriculture

Fifteenth Street and Department of Agriculture
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Washington, DC 20250
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Washington, DC 20410
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Department of Transportation
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1000 Independence Ave., SW
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Director
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Washington, DC 20503

Director
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Washington, DC 20505
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Director

Federal Emergency Management Agency
500 C Street
Washington, DC 20472

Manager

National Communications System
8th and South Courthouse Road
Arlington, VA 22204

Chairman

Federal Communications Commission
1919 M Street NW

Washington, DC 20554

Administrator

National Aeronautics and
Space Administration

400 Maryland Ave., SW

Washington, DC 20546

Chairman

Nuclear Regulatory Commission
1717 H Street, NW

Washington, DC 20555

Administrator

Federal Aviation Administration
800 Independence Ave., SW
Washington, DC 20591

Director

National Bureau of Standards

Route 1-270 and Quince Orchard Road
Gaithersburg, MD 20899

Director

United States Information Agency
400 C Street SW

Washington, DC 20547
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Washington, DC 20503

Manager

White House Communications Agency
Defense Communications Agency

8th and South Courthouse Road
Washington, DC 22204

Comptroller General

of the United States
General Accounting Office
441 G Street NW
Washington, DC 20548

Declassified in Part - Sanitized Copy Approved for Release 2011/12/20 : CIA-RDP88G01332R001001200017-0



Declassified in Part - Sanitized Copy pproved for Release 2011/12/20 : CIA-RDP88(G01332R001001200017-0

YIAOTdWE ALINNLIOAHO TvNOI NV

A< 29

S050C D4 ‘uojzbutysem
Kousby SOUSBTTTO3UI TeajuUs)

I03091TQ

00€$ '3SN ILVAIHd HO4 ALTVYN3d
SS3NISNE TvII440

0009-95£0Z ONVIAHVI ‘IQV3IN D 39HO3ID 1HO4
AJN3OV ALIHNI3S TVYNOILYN

3SN343Q 40 LNIWLHVYd3Q

Q
M~
A
o)
o
o
I
<
o
o
A
o
o
o
N
)
1)
A
o
O
@
)
o
()]
o
<
@)
o
N
S~
N
h
~
A
A
o
N
©
(2]
©
@
[0}
1
—
<}
L
e
b}
>
o
—
o
Q
<
>
o
o
@)
e
ot
N
=
C
©
w
1
=
©
o
£
o
@
=
(2]
(2]
®
O
o}
()]




